IHamaTka
0 BH/IaX M CII0C00axX coBEepUIEHHS MPECTYIIEHHH ¢ HCII0JIb30BAHHEM
HH(OPMANHOHHO-KOMMYHHKAIMOHHBIX T€XHOJIOTHIA
H Mepbl POTHBOAEHCTBHA HM.

KubepripecTyTHUKH U MOLIEHHHKM HE MMEIOT Kakoi-mubo Haubonee
pacIpoCTpaHEHHON CXEMbI, KOTOPYIO OBl OHHM HCIIOJIB30BANH IS [IPOBEJIECHUS aTaK
Ha POCCHUMCKUX I0JIL30BATEIIEH.

OHu 51erKo afanTUPYIOTCSI IO KPU3UCHBIE CUTYAllMH, CTApasch HAKHUTHCS Ha
SMOLIMOHAIIEHOM COCTOSIHHH JIIOEH.

IIpu sTOM, BEIOOp CTIOCOGA MOLIEHHUYECTBA, [IPEK/IE BCErO, 3aBUCHT OT LieJlei,
KOTOPBIE CTaBAT Iepel co0oM adepHcThl, OT HATUYMUA y HHX COOTBETCTBYIOIIHX
pecypcoB, BpEMEHH Ha IIOJATOTOBKY M KBAJTU(HKAITHH.

ColmanbHele ceTM M MECCEH/PKEPHl dYallle BCEro HCIIONB3YIOTCS UL
MaKCHMalbHOIO OXBaTa IIOTEHLUANBHBIX JKepTB. Ilpu 5ToM TaM OOBIUHO
MOIICHHMYECKHE CXEMBI IOCTATOYHO NPHUMHUTHUBHBIE, [MO3TOMY WX HEIb3s HA3BaThb
3(QHeKTHBHBIMHU.

Haunbonee BBIrOJHBIM CIIOCOGOM MOIIEHHMYECTBA IS ahepHCTOB SIBISIOTCS
OObI4HBIC ~ TeNe(OHHBIE 3BOHKH, KOTOPHIE IPHHOCST — KUOEPIPECTYIIHHKAM
AOCTaTOYHO HEIUIOXHE JIOXOJbI, ITOTOMY YTO MHOTHE IMPUMEHSEMBIE B XOIEe HUX
CXEMbI JaBHO OTpabOTaHbl, 3MOYMBIILICHHUKH, NaBHO MPHCYTCTBYIOIIHE B JTOM

cepe meATETBHOCTH, UMEIOT JOCTATOYHO BBICOKHE HABLIKH IIPUMEHEHUS METOIHK
COLIMATTEHON HHIKEHEPHH.

B crnyyae mpoBe/ieHus KpYIHBIX €MHOBPEMEHHBIX KHOEpaTaK MaKCUMAJIBHO
NPHOBITBHBIMY [T 3MOYMBIIIICHHUKOB ceifdac SBISIOTCS PACCHUIKH C BJIOYKEHUSMMI
B BI/I€ BPEIOHOCHOTO 11O (4alre BCero 3To mporpaMMBbI-BEIMOTATENTH).

Ecnu mosb3oBaTens OTKpoeT Takoe ITHCHMO, CKavaeT M 3aIlyCTUT Ha CBOEM
YCTPOWCTBE BIOXKEHHBIN (aii, To Bce ero maHHble Ha KOMIIBIOTEPE OYIyT
samrdposanel. 1T000HbIE MEfCTBHS 0COBEHHO OIMACHBI B Cllydae, €Clld OTKpBITHE
hailla NPOMCXOAMT Ha  KOPIOPATHBHOM ycTpoiictee. B sTom  ciyuae

SMOYMBILUICHHMKH ~ MOTYT  CKOMIIPOMETHpPOBaTh  Bcio  IT-undpactpykrypy
OpraHHU3aluH.

IIpoBeneHHEIM aHATU30M BO3GYXKICHHBIX Ha TEPPUTOPUH Y IBTHOBCKOM
O0NacTH YTOJIOBHBIX Jiel 110 IPECTYINICHUAM, CBA3aHHBIX C HCIIOJIB30BAHHUEM
HH()OPMAITMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOI'HH, & TaKXke 3aperucTPUPOBAHHBIX
B KYCII Matepuanos 1o cooGienusam o NPECTYNNCHUAX TaHHON KAaTeropru, MOKHO
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BBIJIEIMTE HECKOJIBKO HauboJjlee paclpOCTpaHEeHHbBIX CIIOCOG0B COBEPIIEHNS JesHHIl
paccMaTpHUBaeMOM KaTeropuu:

Cxema 1. Onepatopsl cOTOBOM CBSI3H.

Cxema 2. [Ipenoxenus ot IkeGpOKepoB.

Cxema 3. Ob1ierne ¢ paboroyarenem.

Cxema 4. 3BOHKH MIIH COOOILEHUS OT 3HAKOMEBIX.

Cxema 5. Omara yenyr o ¢eiikosomy QR-koxy.

Cxema 6. 3BOHKH U COOOIIEHUS W3 OAHKA.

Cxema 7. 3BOHKH U COOOIIEHUS OT rOCYJapCTBEHHBIX BEIOMCTR.

Cxema 1. OniepaTopsl coTOBOM CBA3M

HO)I BHJIOM CICHHAINCTOB U3BECTHBIX TECICKOMMYHHKAIIHOHHBIX KOMITaHHH
MOIICHHHKH CTAparTCA IIOJIyYUTh JOCTYII K AKKaYHTY 110J130BaTeIIsl «” OCYCIIYI'H».

OHM 3BOHAT JKEpTBE U YTBEPXKJAIOT, YTO JeHCTBYIOIIMIA JIOTOBOD
3aKaHIMBACTCA M €ro HEeOOXOAMMO IPOJUIMTh, MHAYe HOMEp I[epenanyT APyroMy
abonenTy. VInTH HUKyHa He HYXHO, BCE MOJXKHO CHENATh IO TeneGoHy, yBepser
3JI0YMBIIUIEHHUK. JIOCTaTOYHO MPOIUKTOBATE KOJL U3 CMC.

Crenyromuii 1mar — repeiTH 10 CChUIKe, TIe HYKHO BBECTH €I1Ie OJMH KOJI.

Takum obGpasom uenoBex He MPOUIEBAET JOrOBOP, KOTOPHI Ha CamMoM Jele
SABJICTCS OECCPOUHBIM, a IPEIOCTABIISIET JaHHbIe [UIS BXOJA B JIMYHBIM KaOuHET Ha
noprane «l'ocycimyru» m Bcro mHpoOpmanuo o cebe, KOTOpas XPaHHTCS HA ITOM
pecypce.

BHUMAHHWE!!!
JloroBopsr, 3axmiovaeMble aGOHEHTOM ¢ COTOBBIMM  ONEPATOPAMH, He
IPEAyCMATPUBAIOT OTPAHUYEHHOTO CPOKA I10TE30BAHUSI HOMEPOM.

ByzabTe 6UTENBHE U IPEyIPEIHTE CBOMX OIH3KMX!

Ecte u ppyras mens, KOTOpyHO MpeclTeayloT MOIICHHUKH, IIPEJICTaBIISACH
OIIePaTOpPOM CBSI3H.

JKeprBe TarkKe HMOCTynaeT 3BOHOK C IPEeIOKEHHEM IO CMEHE TapuGhHOTO
ITaHa, IOIKIIOUCHHEM OIIUH, 3aMeHbl Sim-KapTel. UT0OBI peanus3oBath 000e u3
JICUCTBHH, aOOHEHTY HEOOXOIUMO NPOLUKTOBATH KO H3 CMC, KOTOPBIH IPUIET Ha
ero Homep. C MOMOIIBIO 3TOro KOAa 37I0YMBIIUIEHHUK HOJyYaeT JOCTYI K JTUIHOMY
KabUHeTy monb30BaTenst Ha O(HIMAILHOM caiiTe ormeparopa. A yke TaM OH
HacTpanBaeT Iepeapecalyio cooOIeHnH 1 3BOHKOB ¢ HOMEPA KePTBEI Ha CBOI.
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D10 Jenaercs IS TOro, YTOOBI B JaJbHEHIIEM IOATBEPKAAThH PA3HOTO poja

OIlepallMi: BBEIBOJ CPENCTB ¢ OaHKOBCKHX KapT aboHeHTa, ohOpMIIEHHE Ha HEro
KpeauTa.

BAKHO!!!

Ber MokeTe OOHOBHTH IepCOHANbHBIE NaHHBIE, OOPATHUBIINCH 34 YCIYroi
JIMYHO — B OHce oIepaTopa CBSI3W WM B JTMYHOM KaOWHETEe Ha ero oQHUIMaIbHOM
nopTaJie (HO He 10 CCBIIKE U3 CMC).

He mnaspiBaiiTe HHKakuX JaHHBIX He3HAKOMBIM 10 Tenedony. Eciu
COMHEBAeTeCh, MO3BOHHUTE OIEPaTOPy CBS3H II0 HOMepY, KOTOPBIH pasMelleH Ha ero
ohuIanEHOM caiiTe.

Cxema 2. [IpennosxeHus oT JKeOPOKEPOB

3MOYMBIIJIEHHUKH CBSA3BIBAIOTCS C IOTEHI[HANBHBIMA HHBECTOPAMH 4Yepes3
COIMANbHBIC CETH MM 3BOHSIT MM TIOJ BHJIOM COTPYIHHMKOB WM3BECTHBIX
HWHBCCTUIIMOHHBEIX KoMIlaHui. [IpeiioxkeHne 3aMaHYMBOE — HYIKHO JIMIIb OTKPHITH
«Opokepckuit» cder u uuBectuposath or 10 000 py6ueil. Jloxonq — He MeHbIIe
MUJUTHOHA.

JUIst OTKPBITHS TAKOTO cYeTa MOLIEHHUKH TPEOYIOT YCTaHOBUTE IIPUIIOKEHHE,

Jlanee mporpaMma UMUTHpPYeT sSIKOOBI POCT JIOXOIOB OT MHBECTHIMI, B TOM
qHCle B KpUNTOBAMOTY. Kak TONBKO y «MHBeCTOpa» BO3HHMKAET KEJIAHWE BBIBECTH
JAEHBI'W CO cYeTa — HaYMHaloTcsa npolieMsl. JhkeOpokepsl TOBOPST, YTO CAENATh 3TO
c1oXkHO. HyXHO NOMONHMTE cYeT elne pa3 Ha OMpPeJIEEHHYI0 CYMMY, OIUIATHTD
«CTPaxoBKY» UJIH €XEJTHEBHOE pasMeEllleHUe BaIIOTHl B «E€BPOIEHCKON gueiike» Iubo
HaUTH TIOPYIHUTEINS, YTOOBI MOXKHO OBUIO «OGHATIMYHUTEY CPelCTBa. B urore nHBECTOP
TEPSAET CBOM JICHBTH, & 3a0/{HO ¥ HAJIEXK/1Ty Ha OyIyIIne MUILTHOHEI,

Bapuant 5TOH MOIICHHHYECKOW CXeMBI — y4acTHe B YHHUKAILHOM
MHBECTHLIIMOHHOM OHJIAHH-TIPOEKTE M3BECTHOr0 OaHKa. 3aBIEKANOT MOTEHIMATBHBIX
KEPTB IIPU NOMOIIX ITHCEM Ha JJIEKTPOHHYIO MOYTY. 3JI0YMBIIUICHHUKH, 0()OPMIISS
COOOIIEHNE, KOIUPYIOT BU3yalbHBIH CTHIIb (UMHAHCOBOW OpraHU3alMU U Jajee I
yOeIMTENBPHOCTH WCIOIB3YIOT T€ K€ KOPIOpPATHBHBIE I(BETA, JIOTOTHII U IpyTUe

JJICMCHTHI. HJ’[S[ YYacTUs B «BBIT'OJTHOMY KaMIIaHHUHA npeanaracrcs HepeﬁTH IO CCBIJIKE
n3 IMUcChbMa.

Ilocie  ’xeprBe  mpemnoXaT  NpOMTH  OHmpOC:  yKasaTh  3apaboToK,
NPEIIOYUTAEMBIN CIIOCO0 XPaHEHHs CPEJACTB W KOHTAKTHBIE NAaHHBIE [UIS CBA3H C
IIpC/ICTABUTEIEM OpraHU3allMd, a TaKkkKe JaayT JOCTYIl K CIElUaIbHOMY
IPUIIOKEHHIO. A yiKe TaM IOHa00UTCS BBECTH JaHHbBIC CBOei GaHKOBCKOM KapThl —

C Hee aepHUCTHI IIOTOM U CIIUINYT JAeHBIH.
BAXXHO
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IIpoBepbTe CaliT HHBECTULMOHHON KOMIIAHMHM WM GpoOKepa. Ob6paruTe
BHAMaHHUE Ha PEKBU3UTHI U HAIMYHE TUIeH3MH banka Poccun.

OTKaxurech OT YCIYI' KOMIIaHHUH HIIHN €€ HpeHCTaBI’ITeHBﬁ, €CJIM OHH TPOCAT

[ICPEBECTH JI€HBIM 32 YCIYTH HA KapTy GH3MYECcKOro JuIa (1160 Yepes s1eKTpOHHEIIL
KOIIIeNIeK ).

O0s3aTenbHO 3aKITIOYUTE JOTOBOP M 3allpallMBaiiTe oT4eT 06 OKa3aHuH
OpPOKEPCKUX yCIIyT.

He Benurecs Ha obemanus rapaHTHPOBAHHOTO BBICOKOTO 0XOJa B KOPOTKHE
CPOKH.

Cxema 3. O6ienue ¢ pabotomarenem

CobecenoBanue ¢ Oyaymmum paGoTozaTeneM — BOJHMTENBHAs IPOLELYPA.
ITopoli MOLICHHUKH MOJB3YIOTCSA PACTEPSIHHOCTBIO COMCKATeNell M KpajyT JIHdHBIE
AQHHBIC TIPSMO BO BPEMsI OHJIaHH-BCTPEYH.

Hox Bumom Gynymero paGoronarels MOIICHHUKA TPOBOIST cobecenoBanume,
IZIC OHH TPOCAT KaHAMJATa 3allOJHHUTh aHKETY MPAMO BO Bpems 3yma. OmuH U3 ee
yHKTOB — HOMEp KapThl ¥ Jpyrue ee JaHHble. Ha Hee 3M0yMbIIUIEeHHUKH 00eIaoT
IPOU3BOJMTE OIUIATy. YTOOBI HUYETO HE MPOIYCTUTh, OHH BKIIFOYAIOT 3aIMCh DKpaHa.
HexoTopble MOIIEHHUKH IIPOCAT yKa3aTh HHOPMAIHUIO 110 HECKOIBKUM OAHKOBCKIM
KapTam, €CJId KaKylo-TO SKOOBI He MPUMET OyXTallTepHs.

Bmecto mnononHeHuit ¢ GaHKOBCKOH KapThl COHCKATenss B Oy my1em
[IPOMCXOMAT CIIMCaHMs, a Ha paboTy €ro Tak ¥ He YCTPauBaloT.

Haxonsich B momcke paGOTHI, MOXHO HE TONBKO TIOTEPSTL AEHBEIH, HO H
HApyUIUTh 3aKOH, CTaB JIPOIIIIEPOM.

B Imocjeqnee BpeMsI MMEHHO OATOT MOIIEHHWYECKHH cueHapHﬁ CTaAaHOBUTCH
IIOIIYJISAPHBIM, a €I'0 KCPTBAMM CTAHOBATCS CTYJIECHTEI H IICHCHUOHEPEI.

HAponmepst wnu gponsr (ot ammmiickoro drop — Opocars, Kamarb) —
[TO/ICTaBHbIC JIHI@, KOTOPBIE 3a/[CHICTBOBaHbI B HEJIETAIBHBIX CXEMaX IO BHIBOIY
CPEACTB ¢ 6AaHKOBCKUX KapT.

Hacro >xepTBa He OCO3HAET, YTO BOBJEYEHA B NPECTYyIHYIO cxeMy. Bens
00BsiBIEHME O paboTe, HAa KOTOPYIO OHA YCTPauBaCTCs, HE BRIMJIAUT IIOM03PHUTENLHO.
A Oynmyumii paboromarens Ioclie cobeceOBaHMs IIPEIOCTABIIAET JIOTOBOD,
OTOBAPUBACT YCJIOBUS TPY/IA, CPOKH BBINONHEHMS pAOOTHI U IPYrUe HIOAHCHI,

BAXHO
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BuumatensHo usyvaiite npeuioxesne ot Oyaymero paGoToxaTeNs U OT3LIBEI
0 HeM.

He Benurech Ha obemanus jerkoro 3apaboTka ¢ MUHHMAIBHON 3aTpaToil
COOCTBEHHOT'O BPEMEHH.

[Ipu o0mennn coxpaHsiiTe XOJIOIHYIO rOJIOBY, HE TOJJlaBaliTeCh SMOITHAM, a
[JIABHOEC — CII€JIUTE 3 TAHHBIMH, JOCTYIT K KOTOPBIM IIPEIIaraeTcs peJ0CTaBUTh.

Cxema 4. 3BOHKM WIIM COODIIEHUS OT 3HAKOMBIX

Eme onna TakTHka 3M0yMBIIIIEHHHKOB — PACCHUIKA cOOOUIEHHH ¢ NpochBOit
OJIOJDKUTB JICHET ONM3KMM MU Ipy3bsM. [1opoii B CBOMX CIEHAPUSIX MOIIEHHUKH
3aXOIAT U JajIbIlIe — UIPAIOT HA YYBCTBAX JKEPTBBI U COOOIIAIOT, YTO €€ POJACTBEHHUK
monan B 6exy. Ecim panbime adepucram IpEXOQMIOCh pasbirphIBaTh TeaTPAIbHBIIA
CIICKTaKIlb, IIOAJCNBIBAs TI'0JIOC, TO TENEPh 3a HUX 3TO [eNaeT MCKYCCTBEHHBIM
UHTEJIIEKT.

3M0yMBIIITIEHHUKH ~ B3JIAMBIBAIOT ~ aKKAyHT  IIONB30BATENs, CKAYMBAIOT
FOJIOCOBBIC COOOLIEHMS M Ha MX OCHOBE I'€HEPUPYIOT MOHOJOI JUIS ajbHEMHnIero
oOMmaHa.

CymiectByer u japyroif cueHapuii — mpock6a IIPOroJIOCOBaTh 3a JieTeil MM
IVICMSHHUKOB B JICTCKOM KOHKYpCe. 3a CCBIIKOM JUISL TOJNOCOBaHMs, KOTOPYIO
MOIUCHHUKH OTIPABIAIOT CO B3JIOMaHHOIO akKKayHTa BIajesblla, CKPHIT BHPYC,
KOTOPBIM OTKPOET UM JOCTYII K BalleMy TaKeTy.

BAXHO

He mepexommre 10 HEM3BECTHBIM CCBUTKAM, JAXKE ECIIH MOJYYHIH HX OT
ONMU3KUX WIIH 3HAKOMBIX.

JloroBopurech ¢ pOACTBEHHHWKAMM O TApoONe MIH CEeKPeTHOM BOIIpOCE,
KOTOPBIH HY)XHO Ha3BaTh, €CIM PA3TOBOP KAXKETCS IMOJO3PUTENbHbIM. Takoi mar
IIOMOXXET PACKyCUTh HAMEPEHHUS MOILIEHHHKA.

Cxema 5. Omara yenyr o ¢eiikoBomy QR-xomy

Cerofssi, 4TOGBI MOMYYHTH KaKylO-mMGO YCIYIY WIM  OILIATHTH TOBap,
AOCTATOYHO HaBECTH Kamepy Ha QR-kon. Hampumep, UM MOXHO BOCHOIB30BaTHCH,
YTOOBI B3STh B apeHIy CAMOKAT HIIM IIOPTATHBHOE 3apsAIHOE  YCTPOUCTBO JIIs
rajpkera. IlpaBna, BMECTO HpPOTYJKH C BETEPKOM M 3apsiKEHHOTO AKKyMYJISITOpa
Telle()OHa MOKHO HOIYyIUTh ITyCTOM GAHKOBCKHIL CUeT.

Jeno B ToMm, uTo Takoit QR-ko1 BemeT He Ha OQUUMAaNBHEIN callT cepBuca, a Ha
TOJENBHBIN PeCype, Yepe3 KOTOPhIi a(epuUCTH KpaayT JeHbIH U JauHble KapThl.



BAXHO

OrutavuBaiiTe ycmyry Toiasko yepes ohUIHATBHOE IPHIOKCHHE cepBHCa, a He
gyepe3 KaMepy rajpkera.

Cxema 6. 3BOHKH ¥ cooOmeHns u3 6aHka

Hapsiny ¢ yokuBeIME yrposamu 06 ohopMIeHHH Kpeauta Ha WMs BlaelIbla
0AaHKOBCKOH KapTBI APYrMM YeNOBEKOM WJIH IOZO03PHTEIBHON olnepanuy Mo Hel —
IIOSIBUJTMCE H HOBBIE CLIEHAPUH.

MoIIeHHIKM ~ TIOJT  BHAOM  CIIENMATUCTOB  TEXIOIIEPKKH (GUHAHCOBELIX
OpraHM3allMi TpejUlaraloT YCTAHOBHTH Ha cMapThOH HPHIOKEHHE U TOMCKA
BUPYCOB. ITO BPENOHOCHOE MPOrpaMMHOEe ofecredyeHue, KOTopoe NaeT JOCTYI K
Tee(OHY JKEPTBEI U €ro JaHHBIM.

Eme omvH momynspHBIA CcleHapuii — TOMOIIs B COXPAHEHHH JEHEKHBIX
CpelCTB.

Adepuctsl ox BunoM cotpynnukos banka Poccun coobaror KEpTBE O TOM,
TO KTO-TO TIBITACTCA IOXUTHTHh IEHBIM € ee cuera. UToObI MX cHoacT, HaJo
NepeBECTH Cpe/iCTBa Ha «Oesomacubii» cyer B I[B P®. Ilo nerenae aTo BpeMeHHas
MEpa — Ha NEPUOJ| IIOMCKA IPECTYIHHUKOB. A IIOTOM BCIO CYMMY YelIOBEKY SKOOBI
BO3MECTAT HATUMYHBIMH B IpuemMHo# banka Poccum B Mockae.

BAXHO
TTonp3yiTech TONMBKO OGUIMATEHEIME pecypcaMu (DHHAHCOBBIX OpraHu3aIui.

Ecnu Bam 3BOHAT COTPYyAHMKM 6aHKa M pasroBOp C HHEMH KaKeTcs
HOZIO3PUTENBHBIM, NIEPE3BOHUTE HA O(QHIHANBHBIA HOMEp, pa3MENICHHBIH Ha caiiTe
(HHAHCOBO# Opra”u3aIuy.

Tam xe Bbl MOXeTe HAHTH CCHUIKH Ha OQUIMATBHbIE 6aHKOBCKHE [IPHIIOKEHHS
U CKa4yaTh UX.

Cxema 7. 3BOHKM U COOOIIEHNS OT rOCYIapCTBEHHbIX BEIOMCTE

HacTo MOIIEHHUKH 3BOHAT WM MHUIIYT YENOBEKY SKOOBI OT JIMIA COTPYIHHUKOB
OCb, Pochunmonuropunra, ®HC, CommanisHoro Gonma Poccun, moprana
«l"ocycmyrmy.

Camasi pacmpocTpaHeHHast YIOBKA — HpPEIIOKEHHE IIOTYYUTE KaKyr0-11u00
rOCYIapCTBEHHYIO BEIILIATY.

Cxema KJIaCCHYeCKasd: Bbl HAM JaHHBIE KapTkl, MBI BaM — J€HBI'U.
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Ecte uw  gpyroi cueHapuii. Hanpumep, 3BOHOK oOT [peacTaBuTeIeH
CJI€AICTBEHHBIX OpraHoB WK PocuHMOHNTOpHHTA C yTpO30i OJOKUPOBKM CcUeTa, 110
KOTOPOMY  SIKOOBI  3a(pMKCUPOBAHEl COMHHTEJLHEIE onepauud. Yrtobnl 3TOro
136ekKaTh, MOMIEHHNUKY TPeOyYIOT oruaruth mrpad. s yOeIUTENBHOCTH OHU MOTYT
Jlaxe MPUCIIaTh KBUTAHIUIO HA ODHIMATIEHOM OJIaHKe BEIOMCTRA.

BAXHO
HOMHHTG, qTo IIO,E[OGHLIG BEAOMCTBA HC HAACJICHBI MOJHOMOYHAMMU 110 apecTy
ACHECIKHBIX CPEJICTB, HE OKA3BIBAIOT TJIATHBIX YCIIyT I10 Oq)OpMJIeHHIO HAOKYMECHTOB, a

TAKXKE€ HE pacChlIarT HOHOGHBIG I[MMCbMa W He 3BOHAT I10 TeJIe(bOHy HIH B
MECCCH/KEepax.

Eciv BEI momyumnu mopmoGHbIE COOOMIEHHMS — IPOUTHOPUPYHTE HX U
00paTHTECh HANPSMYIO B TOCYIAPCTBEHHYIO OPraHHU3aLHIO.

Kak 6e3omacHo mons30BaTLCS caiTaMy 00BIBICHMH

C nomoumio caifToB 00bsBICHUN O49eHb YIOOHO IPOAABATH WM OKYIIATh
TOBAapbl HIIM HCKaTh HOBYIO paboTy. O6 3TOM 3HaeTe HE TONBKO BB, HO M
MOIICHHHKH, KOTOPBIE IBITAIOTCS 3apaboTaTh Ha  Balledl  JOBEPUYUBOCTH.
PasOupaemcs, Kak He IIOIACTHCS Ha UX YIIOBKH.

Ha u4to wnamo oOpaiath BHUMAaHWE M YTO JlejlaTh, YTOOBI BBEIYUCIHUTH
MOILIEHHUKOB?

IIpountaiite oGbsBienne. OGpaTHTe BHUMAHNUE HA CIIEJIYIOLIHE MOMEHTBI:

IIpoduis npogasina.

Jlionu, koTopele wacto nmaroT 0OBABIEHHS Ha caiiTe, Kak IIPaBHJIO, MTOAPOOHO
3aIIOIHAIOT CBOM MPOMMUIIE. Y HUX €CTh PEUTHHT M OT3BIBEI TEX, KTO MOIb30BAJICS UX
ycrmyramu. Ha MHOrMX caiftax cyniecTByeT BOZMOXHOCTS ITOJITBEPIKIEHUST TPOoduIs,
1 IHOCTOAHHEBIC II0Ib30BATENM €10 He HpeHeOperaioT. OJHAKO MOLICHHUKH MOTYT
PasMecTuTh 4ykylo (ororpaduio, MOATBEPAUTH TPOGUIL € ITOMOMIBIO qyK0r0
nacropra W HaKpyTHTH cebe pedTuHr. HeBo3MOXKHO MOMIENaTh TOJIBKO naTy
peructpanuu npoduisa. Cepneé3Hble CepBHCH 00BSIBICHUIN craparoTcsi 0OpoThes ¢
MOIICHHMKAMU ¥ OJIOKAPOBATH WX, II03TOMY TakKue IPOMHIH CYILIECTBYIOT HEJ[0JITO.
Koneuno, He xaxzplii HemasHO 3apEerucTPUPOBABIIHUICA YeJIOBEK, HE WMMEIOIIHHA

pelTHuHra, — MOIeHHUK. OIHAKO K obnamarensM TaKkux npoduie Hajl0 OTHOCHTHCS
C 0COOBIM BHUMAaHHEM.

Omnucanue Tosapa.
Peansupiit nponasen samHTepecoBan B TOM, YTOOBI JaTh KaK MOHO Go0Jjee

noapo6Hy0 HHGMOPMaIMIo 0 TOBape — 5T0 IPUBICYET BHUMAHHWE U IIOMOIKET
U30ekKaTh TOTIOIHUTELHBIX BOIPOCOB CO CTOPOHBI ITOTEHIUATHHEIX [TOKYHATeIeH.
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Ecnu onucanne ToBapa caumkoM obiee, B HEM HET GoTorpaduil WK OHYU B3SATHI U3
WHTEPHETA, 3TO NOJDKHO HACTOPOKHUTE.

CroumocTh TOBapa.

Kak IIpaBHJIO, BBICTABIIAS TOBAP HA INIPOJAAXY, JIOAH OIEHHUBAIOT €ro Ha
OCHOBAHUM AHAIOTHYHBIX OOBIBIIEHHUH. KOHeqHO, OBIBAIOT ClIy4daud, Korga peaHLHbIﬁ
TOBApP MIPOHACTCA OYECHB némeBo. Tem He MECHEE, €CJIM BBl BHIHUTE O6BHBJ’I6HI/IC, rage

CTOMMOCTh TOBapa 3HAYUTEIIBPHO HHMXKE, 4Y€M Yy aHaJloroB, 6y)1},Te 0COOEHHO
BHHUMAaTCJIBHBI.

Yro penars?

Eciu Bac 3amHTepecoBan ToBap — H3y4HTe NPOGHIL MPOABIA, IOYMUTATE
OT3bIBbL. CBSUKUTECH C HMM, IIOINPOCHTE IpHCIath (ororpaduu ToBapa ¢ pasHbIX
PaKypcoB, 3a/laiiTe BCe MHTEPECYIOIIHe Bac BOIPOCHL. Eciu mpoaaBel; 0TKa3bIBAETCS

TIPHUCHLIIATH (1)0’1‘0, HC OTBEYACT Ha BalllM BOIIPOCEHI, JIYUIIE IIOUCKATh TOBAP B APYIrOM
MECTE.

HacroityuBocTs npoaasia

BEI cBA3anKCh ¢ IPOJABIIOM, @ OH FOBOPHT, UTO JKEIAMIIUX IPHOOPECTH TOBApP
O4Y€HB MHOTO, TOPOIIUT ¢ ITOKYIKOM. Takyke oH HacTamBaeT Ha TOM, YTOOBI BEI BHECIIH
IIPEIOIIATY He dYepe3 CepBHUC OOBABIEHHMI, a IepeBOJOM Ha ero Kapry. byabre

OCTOPOIKHBI, TAKOM IIPUEM YacTO UCIOIB3YIOT MOIIIEHHUKH. VX 11e11b — He 1aTh BaM
BCE XOPOIIEHBLKO 00ayMaTh.

Yro pnenatn?

He Ttopomurech ¢ mokymkoil. BHocure omiaTy TOIBKO yepe3 CepBHC
00 BABIICHHIA.

[Ipeonnara 10 oTIpaBKu ToBapa

Ecin mpoznasen mom moGbIM IpeioroM HpOCHT BHECTH MPEOIIATY O
OTIPABKH 3aKa3a, OINIATHTh YCIIyrd Kypbepa HITM CIIy)KOBI IOCTABKM IEepPeROJOM Ha
KapTy, a He 4Yepe3 cepBUC 00BsBIEHHH, TO CKopee Bcero 910 MommeHHUK. OH Gymer
BBIYMBIBATh Pa3lIM4HbIC IIPEJIOTH, YTOOB! BEIMAHUTE Y BAC JIE€HBIH.

Yro nenarn?

Huxorna He BHOCHTE NpenoILiaTy, eciiM 3TO He MPeayCMOTPEHO CEPBUCOM
OOBSIBICHUH — TONBKO OH MOXET TapaHTHpOBaTh Oe30macHocTh cuenkd. He
[ICPCBOAMTE ICHBI'M HA KApTy NPOJABIaA — TAKMM 00pPa3oM BBl IPOCTO JIAPUTE UX ed

BlIazenblly. Econ OH oOkaxeTcs MOIICHHMKOM, TO BEpHYTh BAlli CPEACTBA HE
yZacresl.

Ileperoc B3aumozeiicTBIs B MecceH e



Ha caiitax oObBsiBIeHMI CyECTBYIOT 9aTHl IS OOUIEHHS IIPOJIaBLIOB H
mokynareneid. Kak mpaBumimo, B HHX BCTPOEHBI HHCTPYMEHTHI DACIIO3HABAHUS
MOIICHHHYECKUX (pa3. OHH OJOKHPYIOT CCHUIKM HAa CTOPOHHHE pecypcesl,
NPEAYNPEKTAIOT O PHUCKe, eCciu CcobecelHHKH IyONIHKYIOT HOMep TesedoHa.
ITockonbKy 4YaThl 3aTpYAHSIOT [eSTeILHOCTh MOIIEHHUKOB — OHM cTaparTcs
[IEPEBECTH AHAJIOr B CTOPOHHHMM MECCEHIKED, I/Ie HET HUKAKUX OrpaHMYeHUi.

Yro genats?

Ckpoiire cBoit HOMep TenedoHa B HacTpoikax npodus. Tam ke BKTIOYHTE
(QYHKIMIO 3ampeTa 3BOHKOB, YTOOLI MOIIEHHWKHM HE 3aCTAld  Bac BpaCILIOX.
ObwaiiTech TONBKO B 4aTe Ha caiite oOBsBIeHMH. Hu mox Kakum [IpEJUIOTOM He
IIePEeXO/IUTEe B OOBIYHBIN MeCCEeH [Kep.

[IpuChLTAIOT CCBIIKY MUISt OILIATHI MK IIPOCMOTPA HH(BOPMAIIHH

Ecmu BBl BCcE-Takm Hauamu o6marscs ¢ TPOJABIOM B CTOPOHHEM
MECCCHIDKEPE, BaM MOTYT IpHCIATh CChUIKY AKOOBI JUIsi mpocMoTpa Oojee
01pOOHOM HHGMOPMAIHK 0 TOBAPE WIIM TS OILIATEL

MOIIeHHUKY B3/1aMBIBAIOT CTPAHMIBI B COICETAX M OOMAHOM BBIMAHWBAIOT
JEHBIY Y Ipakian

[IpakTuyeckn KakIblif COBPEMEHHBIH I10H30BATENb WNutepruera wumeer
TAYHYIO CTPaHHYKY B OJIHOM, a TO M HECKOJIbKUX COIMAIBHBIX CETSX, IIe MOKHO
IIEPEIUCBIBATECSA € JPY3BAMHU, ACNUTHCA (oTorpaduaMH U WHOM HHpOPMAaNUE.
OnHako ot Tpaxkiiad, IOoTb30BaTeIed TOW MM MHOM COLUAILHONM CETH, BCe dYalle
CTAJIH IMTOCTYNATh 3asBJICHUS B ITOJHIAIO0 O MOIIEHHUYECKHUX JEUCTBUSX HEM3BECTHBIX
JIAII, KOTOPBIE IIOCPECTBOM COLMANIBHBIX CETEeH OT MMEHM MX 3HAKOMBIX OOMAHHBIM
IIyTeM 3aBJIaZICBAKOT JCHEKHEIMH CPEICTBAMH.

Kax mpaBuio, MOLIEHHHKH TOCKOHAIBHO U3yYaroT B3JIOMAHHYIO CTPaHUILY

II0JIB30BAaTElsL U IMAUTYT OT €ro MMCEHHU CaMbIM ONMM3KUM JIHOJAM, NOBEPHE KOTOPBIX
BBLICOKO.

Yr1oGer obesomacurs cebst OT B3IOMa akkayHta, YBK MBJI Poccuu
PEKOMCHAYET NPUACPIKMBATHCS CIICAYIOINX IPABIIL:

- CO3JaBaliTe CIOXKHbIE TAPONM, MCIONG3YS LH(GPB, CHMBOJIBL a TAKKE
IIPOIMCHBIE U 3aTJIaBHbIE OYKBEL;

- HUKOI'la HE MEPEXONUTE I10 MOMO3PUTEIBHBIM CCBIIKAM, 0COOEHHO ECITU UX
IIPUCITATK HE3HAKOMBIE JIIO/IH;

- IIPH BXOJIe HA CBOIO CTPAHHUIlY, TI€ HEOOXOIUMO BBECTH IaHHEBIE, BCErna
CMOTPUTE Ha aJIpec CaliTa B IIOMCKOBOM CTpOKe Opaysepa, OH MOKET OTIHIATECS OT
OPHUIMHATILHOTO 3HAKOM MIIH OHON OYKBOH M 0Ka3aThes (hallbIIHBEIM.
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MomeHHuky  cTanu  paccsuiath  push-yBeJOMIEHMS O HeoGXOAMMOCTH
BEepUHULUMPOBATL HOMEP Tele(OHa, MOATBEPAMB MACTIOPTHbIE gaHHbBe. CChLTKA B
cooOmEeHnn BeneT Ha (EHKOBBIM CaliT MOGHIBHBIX OIIEpaToOpoB, Ha KOTOPOM
IpeJUTaraeTcs 3aloIHUTE aHKeTy: HoMep Tenedona, PO u narty posxkneHus.

Ilocie 3arnosnHenus caiT mepeBoguT Ha GeHKOBYIO CTPaHMIly BXOJA Ha ropran
«locycmyrn», Te HONB30BAaTENb MOJKEH BBECTM JIOTMH M 1ApOlb K JTUYHOMY
xabunery. Tak MOIIEHHMKM MOJNY4YalOT M JIAHHBIE AOCTYIA K «l'ocycnyramy», u
NOITBEPXKACHHYIO HH(popMalno 06 aboHeHTe.

3a4eM MOIIEHHUKHU XOTAT 3aiiTi B [ocyciyru? UTo OHE TaM CMOTYT cenars?

OnHa 13 pacnpoCTpaHEHHBIX CXEM MONIEHHHKOB HAIpaBIeHA HA TO, YTOOHI
HOJy9uTh JOCTYIl K JIMYHOMY KaOuHeTy >kepTBel Ha [ocycayrax. Yro
3JIOYMBIIIJICHHUKH MOTYT CZIeNIaTh, €CJIM IOIy9aT JOTHH U Iapos oT [ocycmyr?

3anpocHTh KPEIUTHYIO HCTOPHIO

Camoe MeHBIlee, YTO MOIYT CHENATh 3MOYMBIILICHHAKA — TIOJIYIUTE
KOH(QUJICHIIHATBHYIO HHPOPMAIMIO O YelloBeke. B Hee BXOIUT Kpe/IuTHasT UCTOPHSI,
pasmep cuera B OaHKe, pasMep monra (ecid OH €CTh), a Takxke Apyras ¢dbuHaHCOBas
MHQopMalus. B nanpHellleM MOIIEHHMKM MOTYT HCIIONB30BATh 5TH JIAHHLIC B
APYTHX CX€Max, HallpuMep, IPH MOMNBITKE COOOIIUTE O KpaXke JEHEr KEpTBhI 0T JIUIA
COTpyIHHMKA OaHKa, rosmiuy uiv MBI,

[TomyanTs nOCTYy™ K 9:1€KTPOHHOM MoJIHCcH

Bee wame pasnmuumble omepanmum ¢ ZOKyMEHTaMH MOXHO [POBOIHTH 063
JITHOTO  TIPUCYTCTBUA. [t 3TOro  JOCTATOYHO MMETh HYXHBIE OyMard o
OIEKTPOHHYIO MOANUCE. [lony4uB mOCTYyn K Hell, MOIIEHHWKHM CMOTYT IOJIeNaTh

AOKYMEHTBI M BBIIOJHUTE IEJIBIA s JEHCTBUH, KOTOPhIE O0EPHYTCs A7 JKEpPTBHI
CEPhE3HBIMH IIPOOJIEMaMH.

Ecin 571eKTpoHHas HOAIKCH ONAJIeT B PyKH MOIIEHHUKOB, OHHU CMOTYT:
1. IlepeoopMUTh M [IPOJATH HEIBHKMMOCTD JKEPTBEL. OdopmuTs Ha ee ums
KPEJIUT.

2. Cpate mOIIENBHYIO OTYETHOCTH B HAJIOTOBYIO, YTOOBI IOJYYHUTE
BO3MeIIeHHE.

3. 3aperucTpupoBaTLE COMHUTENBHOE IOPHAMIECKOE JIUIIO Ha MM KEPTBEL.

Ha srom cmmcox BosmoxwnocTelt amekTporHON mommuicH He 3aKaHUMBAETCH,

OHaKO 3>THMH OIlepallisiIMMA MOILIEHHHUKH 3aXOTIT BOCIIOJB30BATLCH C OoupIei
BEPOATHOCTELIO.

HonyuwuTs noctym K TMuHO HHGOPMAINHK O YeToBeKe
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ITopran Tocycmyru Taxke BBICTYIIA€T CBOCOOPA3HBIM XPAHWIUIIEM I
PasIMIHBIX NTOKYMCHTOB MOIb30BaTelIeld, K KOTOPHIM HE OIKHBI HMETh JOCTYII
mocroponnue. Tak, Ha [ocycmyrax xpawnstes mommele pammble OUO, HOMED
TenedoHa, MacMOpTHBEIE JaHHBIE, anpec peructpanuu, CHWIIC, MHH, nannse
BOJIUTCIIBCKOrO YAOCTOBEPEHHS M JIPYTHE JOKYMEHTBI. 3JI0YyMBIIUICHHUKA CMOIYT
UCIIONB30BATh OTO B JIOOBIX ILENAX, TaK KaK MHOTHX W3 JTHX JOKYMEHTOB yKe
AOCTATOYHO /sl MOATBEPKACHUS TMYHOCTH M COBEPLICHHS (DMHAHCOBBIX OIeparyii.

C 5TUMH TaHHBIME 37I0yMBIILIEHHUKY CMOTYT:

I. BapeructpupoBath  OIEKTPOHHBIE — KOWIENBKM IS NPOBENEHHS
MOIIEHHHUYECKUX Olleparii.

2. OhOpMHTE KPEIUT MM MUKPO3aiM.

3. OhopmMHUTh OHIANH-3ajABIEHUE O TIEPEBOJE CPEJCTB YENOBEKA B OGO
HEroCynapCTBEHHBIH IIEHCUOHHBIN (OH/I, YTOOLI MOJYYHTH BO3MEIIICHHE.

4. ManunynupoBats JMuHON wmMHpOpManueil o YenoBeKe B JIpYTUx
MOIIEHHUYECKIX CXeMaXx.

Odopmuts eSIM ¢ momomsro I'ocycnyr

Eme oauH cxopee HeNpHSTHEIA, YeM OMACHBIH BAPHAHT — MOIICHHUKH
opopMsT Ha WMs IomB30Barens eSIM Jepe3 mopran locycmyr. Dta ycayra
TIONICPIKUBAIOTCA HECKOJIIBKAMHE OIIEPaTOpaMH CBS3M U IPOBECTU OIEPALUIO MOKHO
JMCTAaHIIMOHHO 0e3 JIMYHOIO IIOCEIIeHMs cajioHa cBa3d. WM XOoTs cam bakT
ohopmienns MomeHHukamu eSIM  MOXeT He BBI3BIBATH 0COOBIX OITaCEeHUH,
M3BECTHBL  CTy4ad, KOIZa S3IOYMBIIUICHHHKHA Tmociae odopmiuenus SIM-kaprsl
IPUBS3BIBAJIM HOBBIH HOMEP K OaHKOBCKOMY TIPO(MMIIIO JKEPTBLI B TOM YHCIIE W3-33
XalaTHOCTH OaHKOBCKMX paGoTHUKOB. Takke mpoGIeMOil MOJKET CTaTh MAaccoBOE
odpopmiienne eSIM-kapT Ha HMS KEPTBHIL, KOTOpble B JanbHeieM OymayT
HCIIOJIb30BATECSA HEU3BECTHLIMU IS JIPYTHX MOIIEHHUYECKHUX CXEM.

Mmuorue nonbp30BaTeNM CTONKHYJIHCH C HOBOM CXEMOM «yYrOHa» YYeTHBIX
3arnucell (aKkkayHTOB) B MecceHkepax Telegram u WhatsApp.

KTo-T0 U3 KOHTaKT-1MCTa NPOCHT NPUHATH YYacTHe B HEKOEM OHJIaifH-
FOJIOCOBAHUU M NPHUCBLIACT CCBUIKY Ha CaiT. Jls ydera roaocos TpeGyeTcs BBECTH

CBOH HOMeD TenedoHa U Ko/ Bepru(DUKAIHH.

YTOOBI He JMIIMTECS CBOEH Y4eTHOH 3ammcH He IHOJNEHWTECH, IIEPE3BOHUTE
TOMY aDOHEHTY, OT KOTOPOI0 IPUIILIO COOBIIEHNE i YTOIHNUTE, OH T €ro OTIIPABHIL.

To xe camoe HYXXHO cJejaTh Korjga KTO-TO ITIOJT 6JIB.I‘OBI/I,HHBIM pejioromM
IIPOCHUT IIEPEBECTH €MY JCHBI'H.

He naiire o6manyTh cebs 1 Bammx 6m3kmx!
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Kaxk IMPOTHBOCTOATH BO3/1eHCTBHIO TeJe(OHHBIX MOIIEHHHKOB?

Temeps, xorma BEl 3HaeTe, Kakue IIPHEMBI BO3IEHCTBUS HCIIONB3YIOT
MOIICHHHKH, BaM OyIeT HPOIIe UM IIPOTHBOCTOSTb.

3aloMHHUTE camMOe TJIaBHOE:

* llpexie 4gem BbmONHATE MOOBE yKa3aHUs, IOTydeHHBIE [0 TenedoHy,
BO3BMHTE IIay3y, CJAelalTe TPU ITyOOKHX BIOXA-BhIJI0XA, IO3BOHUTE OIU3KAM
JIFOJIM 1 0OCYIMTE ¢ HUMM CIIOKUBILYIOCS CUTYALHIO.

* Eciti BaM 3BOHSAT OT MMEHM BalIero poACTBEHHUKA MM 3HAKOMOTO H IIPOCST
[IEPEBECTH NEHBI'M CBSDKUTECh C HHUM JUYHO. JlaKe €CIM OH He MOIXOMUT K
TeNle)OHy — 9TO emé He IOBOJ HEME/UIEHHO MepeBOANTS JeHbrd. 1010k uTe, mToKa
OH IIEPE3BOHMT, HITH PA3BIIIUATE ero Yepes3 00IMX 3HAKOMBIX.

* JlaHHBle O BammX GaHKOBCKUX CYUETAX, HOMEpP KapThl, [WH-KOI HJIH
CVV/CVC/CVP- xon, xox u3 CMC u moGble Ipyrue CBeIeHus s COBEPIIECHHS
6aHKOBCKOTO TIepeBOJA HEMb3s COOOIIATh HHKOMY.

* Bl HuKOrma He Mo)keTe ObITH yBepeHBI B TOM, 9YTO IO3BOHMBIIHI BaM
HCIOBEK — UMEHHO TOT, KeM IIpe/icTaBisieTcs. Eciu BaM moCTymun moo3pHre TsHbli
3BOHOK, MOJIOXHTE TPyOKY M NMEPE3BOHUTE CaMU B OPraHU3aLMIO, OT MMEHH KOTOPOil
K BaM 0OpaTHITHCE.

* Hu OGanku, HM MONMMIMMA, HYM JpyrEe OpraHM3allid He PEeIlaloT BOIPOCH! 10
TenedoHy, 0coGeHHO B CPOUHOM mopsnke. Jlake €CTM BaM yIPOKAIOT yroJOBHOI
OTBETCTBEHHOCTBIO 33 OTKA3 COTPYAHUYATh — 3HaiiTe, 9TO TelleOHHBIE YIPO3LI He
VMCIOT IOPHAMYECKOH cuibl. EciM BaM HOCTYNHI [OJO3PUTENBHBIA 3BOHOK,
TOJI0XKKUTE TPYOKY ¥ NEpe3BOHMTE CaMH B OPTaHM3alMIO, OT UMEHH KOTOPOH K Bam
00paTHUITHCE.

Kakune dhpassl IPOU3HOCST TOJBKO MOIIEHHUKN?

K cyacteio, MomenHmKE paGoTalOT 110 CKPHNITAM, B KOTOPBIX HYETKO

NPOITMCAHO, KaKue (pa3bl OHK JIOJIKHBI IPOU3HOCHTE. 110 ATHM (paszam BbI MoxKeTe
UX OTIPEJIEIIUTD.

Bot ocHoBHEIE:

1. JlaBaiiTe yTOYHMM BalIM JaHHBIC: HA30BUTE HOMEP CBOETO MACIIOPTA, HOMEp
0aHKOBCKOW KapThl.

2. CKonpKo y Bac CYETOB B HaleM OaHke?

3. YTouHuTe GalaHC KaX0r0 BAIIero CU&Ta.

4. B xaxkux emg 6aHKax y Bac ecTb cuera?

5. Ham Hazmo cocraBuTh 3asBKy 110 (haKTy MOIIEHHHYECKUX jeiicTuil. Kakyio
3asiBKy Oy/ZIeM COCTaBJISATE: OOBIYHYIO WM SKCTPEHHYIO?

Hamomunaem:



13

1. Hacrosmmit corpyauuk Gadka BEIUT B MHGMDOPMALHOHHON CHCTEME BCe
JIaHHbIE KITMEHTA, HHYOPMAIHIO O €r0 CYETaX M KOJIMYECTBE JEHEr, KOTOPhIE Ha HUX
HaXOJATCH.

2. banku paboTalOT aBTOHOMHO, COTPYAHUK OJHOIO OAaHKA HHUKAK HE MOYKET
IIOBIUATE HA TO, YTO IIPOUCXOAUT B IPYroM OdHKE.

3. Ecam 6GaHk 3amofiospui, 4dTO ¢ BallEM  CYETOM  COBEpPINAIOTCS
MOIIICHHHYECKHUE JIEHCTBHUA, OH 3a0JIOKHPYET CUéT 663 BCAKOM 3asiBKH.

Pa3bEpem camble mnomyIspHBIE CIleHAPUM MOILIEHHUKOB M IONpo0yeM Ha
[pUMEepax MOHAThH, KAKHE MAHUITYIATUBHBIE TEXHUKHA OHH MCITOIB3YIOT.

PopacrBennuk B 6ene

Bam 3BOHST ¢ HEH3BECTHOrO HOMepa. 3BOHMBIIMH IIPEICTABISETCH BAIIUM
CBIHOM, JIOYEPRIO, APYrUM ONU3KKM YeoBekoM. OH coo0Inaer, 4ro ero 3ajeprana
nonuiusa. Yame Bcero peus uaér o JATII wmm Jpake. 3aTeM K pasroBOpy
NOAKIIOYACTCS KOOI IOJHIEHCKU, KOTOPBIA FOBOPHUT, YTO TOTOB IOMOYb, HO UL
3TOro Hajo IepelaTh eMy OINpelenéHHYI0 CyMMY meHer. Eciii BBl OTKa)keTech 3TO
CAleaTh, BALEro POJACTBCHHHUKA HIIH 3HaKOMOro xIET TropsMa (CTpax morepu wmim
npecnenosanus). Ilepenars MEHBTH HAJ0 HEMENJIEHHO, IIOTOMY YTO IIOTOM Oyner
no3ano (He nate Bpemenn nmomgymats).

Enne omun BapuaHT cueHapus «poICTBEHHUK B Oeey

Ber nony4aere CMC mnu coo6lieHue B MecCeHKepe ¢ mpochBoii [IepeBeCTH
ACHBIU IO HOMepYy Tenedona. To, 4To HOMEp BaM HE 3HAKOM, 3I0YMBIIITEHHUKA
OOBSICHSIOT TeM, YTO Balll CHIH WIA 10Yb TONATH B Gely, IOTepsuId CBOM TenedoH u
TCTIEPh OYEHB XKIYT Ballleil MOMOIIH (CTpax MOTEPH).

3BOHOK M3 cy)0Obl GezomacHocty, momurmy, OCB, IlenTpansHoro 6anxa,
rOCYyIapCTBEHHBIX CTPYKTYP

Bam 3BOHAT ¢ HeW3BecTHOro HOMepa, OOPAIIAIOTCS 110 MMEHH U OTYECTBY
(1OBEPUTENBHBICH  OTHOIICHWMS), NPEJICTABIISIOTCS  COTPYIHUKOM  CIIyKOEBI
OesomacHocTH GaHKa, TIaBHBIM CIIEIHAIUCTOM LlentpansHoro GaHka (3BOHOK OT
3HAYMMOI'O JIMIIA) U TOBOPAT, YTO C Ballei KapThl MBITATHCE CHATH OEHBIH (CTpax
notepr). YTOOBI 3TOr0 He MPOM3OILIO, HALO HEMEUIEHHO O/ATBEPAUTE JAHHEIE
CBOel OAHKOBCKOM KapThl M coobmmTh Kojx u3 CMC (He 1aTh BPEMCHU MO/yMATh).
Ecnu BBI He clienaeTe 510 NpsiMo ceifuac, AeHbIHU CIHIIYTCS (3aIlyrUBaHuE ).

Emg omuu cuemapuii — MOIGHHUKH IIpefCTaBISIOTCS COTpYAHUKAMHU
noyiuy 1 PCB (3B0HOK OT 3HAYMMOTO JIHIa)

MormeHHIKH roBOpsAT, 4TO Ha Baile HMs OpOPMIEH KPEJIUT, BallU JIEHBLIU
TIBITAIOTCS  YKpacTh JMOO BBl JIOIKHBI IPHHSTH YYacTHE B PACCIeNOBAHUM
IPECTYTITIEH s (CTpax MOTepH I IpecieioBanus). YTOBbI ClIaCTH CBOM AEHBIH HIH
TOMOYb B paccle/I0OBAHUH, HAZI0 HEME/UICHHO IepeBeCTH WX Ha Ge30MacHBIH CUéT,
KOTOPBIH OHM BaM Ha30ByT. [lockombKy omeparust CEKpeTHas, O Hell HUKOMY HeJlb3s
pacckasbIBaTh (3allyruBaHue).
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Bama xapra 3a6i1oxuposana

Bam npuxomnt CMC unu coobliieHne B MECCEHKEpe, UTO Balla GaHKOBCKAS
Kapra 3a0nokupoBana (cTpax motepu). Jlist momydeHHs MoApOGHOI UH(bOpMAaITHH
PEITAaracTcs NEPE3BOHUTEL Ha OlpeJiesIéHHEIH HoMep. Ecnu BBl mepessonmmm, Bam
COOOWIArOT, 4TO B GaHKe MPOM30IICT TEXHUYECKUH cOoif 1 JUIS TOro 4To0Bl Kapra
3apaboTana, Bl JOJKHBL COOOIIUTE €& HOoMep, muH-Kox uin CVV/CVC/CVP xox, a
sareM U koji B CMC, koropsli mpunér Ha Bam HoMep. Bcom BEI 5TO chemaere,
MOIIIEHHUKH 0€3 Tpy/a CIMIINYT BCE BAIIK JEHbIH.

C pacuetHoro cuyéra Balel KOMIAHUH TBITAIOTCS CHATE JE€HBIH

MoIIeHHNKH aTaKylOT He TOJBKO IPaXKAaH, HO M OPraHHU3AlldH. ['maBHOMY
Oyxranrepy GUPMBI 3BOHST U3 MOMUIUK (3BOHOK OT 3HAYMMOTO JHIA) ¥ COOOIaroT,
4TO €r0 TACIOpTHBIC NaHHbIE NMOXMTHIIM M IIBITAIOTCS YKPAcTh AEHBIM €O Cuéra
OpraHu3alMHK (CTPax [OTepH WITH mpecieoBanms). [T09ToMy HaIo cpouHO mepeBecTH
JICHBIY Ha Oe30macHblil cuér. UToOB! BCE c/ienaTh MpaBUIBHO, HAJO YCTAHOBUTH HA
CBOH TeJIe(DOH CIIeIMaIBHOE TPHUIIOKEHHE.

AKIINH B TEJIEI PAM-KAHAJIAX

IlonynspHa MoIIeHHWuYECKas cxema ¢ aKIMUIMHA OT OaHKOB H IPYyrux
M3BECTHBIX KOMIIAHUWIHA,

Haripumep, MoXkHO ciry4aiiHo 0oOHapyKuThb y ceGsi B MOIMUCKAX HOBBIIL
TeJIeTpam-KaHall, B KOTOPOM HCIHOIB3YeTCs JIOTOTHII U HM300paKeHHe, MOX0XKee Ha
y3HaBaeMblid OpeHIMHT OaHKa.

[lonp3oBaTensM mpeznararoT noyyacTBOBaThH B AKIIWH, KOTOpas ITO3BOJIHUT
nomydate oT 50 go 70% xemboka 3a moxymku. CchlIKa, KOTOPYIO OCTaBIISIOT
MOIICHHUKH, BEJIET Ha (QPUIIMHIOBBIE CAHTHI. 3aTeM y KIMEHTOB OaHKa 3arpaliiBaroT
napoJii uiu koel w3 CMC.

He PCKOMEHAYEM IIE€PEXOJUTHL MO0 COMHHUTENBHBIM CCBHUIKAM WU HACIIUTBCA
JAaHHBIMH KapThl.

OOpamaemM BHHMMaHWe, YTO BCIO UHQOpMAITHIO 00 aKuusIx W OPYTUX
IPC/UIOKCHUSAX ClIE/lyeT HCKATh TOJILKO B OQUIHAILHBIX ITPUIOKEHUSIX OAHKOB.

NMHUTALIAA T'OJIOCA

Omra U3 momynmspHBIX B mociejHee Bpemst cxeM O6MaHa 00GS3aHA CBOUM
II0sABICHHEM HeHpoceTsiM.
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MOIIeHHUKH Hay4YMIHCh ITO/IEILIBATE IOJI0CA POJHBIX IOTEHIMAIBHON
KepTBbl. Takum 00pazoM OHM BBHIHYXIAIOT CBOMX JKEPTB COBEPIIATH I[IEPEBOBI
JIEHEXKHBIX CPEJICTB.

YToOBl BBIHYAMTH YeNOBEKA COOOINUTH HEOOXOIUMBIE CBEJACHUS WIIN
COBEPIIHUTEL JCHEKHBIN IEPEBOJ, 3TOYMBIIUICHHHKNA MOI'YT BBIXOJUTh Ha KOHTAKT C

HHAM OT UME€HH 3HaKOMBIX, POOHBIX MM KOJIIEr, UMHUTHPYA HX T0JIOCa ¢ ITOMOIILIO
CIICMHAJIBHBIX IIPOTpaMM.

MoleHHIKY HCHIONB3YIOT B MOMOGHEIX CXeMaX Hape3Ku U3 pealbHBIX CTaphIX
TOJIOCOBEIX COOOIIeHuit xKepTBbl. CHAYaa OHY TIOMY9aloT JOCTYI K aKKayHTy, 3aTeM
HAUMHAIOT ITMCATh €r0 KOHTAKTaM C Mpoch0OH IepeBecTH jeHbru. McTtopuio o
HEOOXOMMOCTH IIOMOINU TPECTYHUKH TIOAKPEILISIOT TeM CAMBIM TOJOCOBBIM
COOOIIEHHEM SAKOOBI OT JIMIA BIIaJIeTbIla AKKAYHTA.

[Ipy BO3ZHMKHOBEHMH COMHEHMI HEOGXOIUMO CBS3ATHCS JIMYHO CO 3HAKOMBIM,
OT IMEHH KOTOPOT'O 3BOHUIIM, M YTOYHHUTH Y HEr0 WH(POPMAIIHIO.

B cBs3u ¢ yqacTHBIIMMUCS B IIOCTEHee BpeMsl 0OpalleHIsIMU rpaxaad B @Ch
Poccun o haktam MomeHHHYECTBA - XHIEHHS WX JTMYHBIX UITH KPEUTHBIX CPEJICTB
HCH3BECTHBIMH JIMIAMH C HUCIIOJIb30BAHUEM IIOJMEHHBIX TeleOHHBIX HOMEpOB,
MJICHTHYHBIX HOMepaM Teredonos nosepus OCB Poccun, npuemuoit ®CB Poccuw,
cnpaBouHoro rtenedona M®CH Poccun, a Takke HampaBIeHHEM IO 3JIEKTPOHHBIM
Meccenkepam (ororpaduit «cimyxeGHBIX ynocToBepenuiy MDenepaisuas ciyx0a
besomacuocTu Poccumiickoit Meneparmm HHGOPMIpPYET:

- HE BEPLTE 3BOHKAM oT Tak Ha3biBaeMbIX COTPYIHHMKOB M ClIeI0BATENCH
®CB Poccuu o Tom, uro BBl smiaserech [0JI03peBaeMbIM  (OOBHHSIEMBIM).
YBeIoMiieHHe TpaXIaHWHA O IIPUBJICYEHHH B  KauecTBe I10JI03PEBAEMOI0

(obBuHsEMOTO) ocymecTBusercss UCKIIIOUUTEJILHO B ITMCEMEHHOM BUJIE
N BPYYAETCS JIMYHO;

- cotpyaauku PCb Poccuu HUKOT/a He NPHUCHIIAIOT IPaXKIaHAM KOIMH CBOMX
CITy’K€OHBIX yIOCTOBEPEHHUIA;

- HE BEPLTE HPE,HHO)KEI}HHM O HEOOXOIMMOCTH IOJTyYEHHsI KPeJIuTa,
nepesoza nener Ha «bE3OITACHBIM CYET» wiu nepepaun ux KypBepy;

- ©Cb Poccun HE MCIIOJIB3VET nuunbie cOepeXeHUs] WM KpeIuTHBIE
CPCACTBA TIpakMaH JUIs OKa3aHHUs IOMOINM OIIEPATHBHBIM TIOAPA3NEICHHAM B
IPEAYNPEX/ICHUH U PACKPBITHH [IPECTYILICHHMIL;
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- HOMepa Tene(oHOB 8(495)224-22-22, 8(800)224-22-24, 8(495)224-70-69,
8(495)624-31-58  wucmombsyrorcs  MICKJIFOUUTEJILHO A1 TIPUEMA
MH®OPMAILIVU ot rpakaan ¥ opraHusarmit.

'O 4eM HYKHO IOMHHTE, YTOGBI HE CTATH KEPTBOH MOITEHHIKOB?

1. Ilpexye 4eM HepedncisTh JeHBIH, BAKHO YOEIUTHCS, UTO HH(pOpMaIHs
JIOCTOBEpHA.

2. Ecni 00bsiBIeHMe pasMECTUT WM OTIIPABHI B COOBIIEHHH (B TOM gHCIIE
FOJIOCOBOM) KTO-TO U3 BAIIMX 3HAKOMEIX, OOS3aTENBHO 03BOHHTECH IO HTOIO
HeIIOBEKA ¥ YyTOYHHTE, JICUCTBUTEIBHO JIU TPeOYeTCs TOMOIILb.

3. Ecmu Bl pemmiam mOXKepTBOBATH JEHBIM Ha 01arOTBOPUTENBHOCTS,
BBIOMpalTe (DOHIBI, KOTOpBIE JOCTOMHEI noBepHs. MoXKHO OPHEHTHPOBATHCH,
HallpUMEp, Ha CIMCKH KPYNHEUIIHX (DOHIOB, KOTOPBIC MyOIMKYIOT PEHTHHIOBBIE
areHTCTBA. B HUX BKIIOYEHBI TONBKO HACTOSIIUE GIIArOTBOPUTEIBHBIC OPraHU3AIHH,
KOTOPBIC HE TIEPBBINA 'O/l TOMOTAFOT JIIOISIM.

MoIeHHIKH MOTyT IO /1eNaTh | cTpanuny ¢Goxna. BaxHO yOeaUThCs, YTO BB
BBOJIUTE [IaHHBIC OAaHKOBCKOM KapThl Ha O€30MacHOM caliTe.

-TIPOBEPBTE aJIpec caiiTa — HeT 1M B HeM OITHOOK VI OIIEYaATOK;

- B aJIPECHO¥ cTpoKe Gpaysepa JOMKHO CTOATH https M 3HAYOK 3aKpHITOTO
3aMKa @

- HeOPEXHBIH IN3aiiH WM M0I03PUTEIILHO;

- OTCYTCTBYIOIIME pa3fieNibl MEHIO MOTYT yKasblBaTh HA TO, YTO Ilepej BaMH
MO IeIBHEIN CalT.

4. 3aBenuTe OTHENBHYIO Je6GETOBYIO KapTy CHEHHalBHO IS INEepeBOJOB M
OILIATBI IIOKYNOK B MHTepHeTe. He mepxure Ha Helt MHOTO JeHeT — IIydIle KaskKmblid
pas NOIOIHANTE €€ POBHO HAa Ty CYMMY, KOTOPYIO cobupaerecs moTpatuTh. Torma,
AQKE €CTM MOIICHHUKHM IIOJIy4aT JOCTYNl K BallleMy CYETy, Bbl He JIMIIHUTECH BCEX
CBOHX cOepexeHuil.

Kak ne nonacrtecs Ha YJIIOBKH &d)GDHCTOB

Poccuiickue IIOJIB30BATEIHM B IIOCIEIHUE IOABI JOCTATOYHO 4acTo IMOITaJar0TCA
Ha YIIOBKH KHGepHpeCTyHHI/IKOB H TCJ’IB(i)OHHI)IX MOIIICHHUKOB, HCIOJB3YIOIIUX HE
TOJBKO METOJAHKH COIHAIbLHOM HHXXEHEPHH, HO H HpI/IéMBI I'IiHO3a, YTOOBI
3allOJIYYHUTh NJCHBI'H C IIOTEHIHMATLHONH JKEPTBEI.

AQeprCcTBI MOTYT HCIIOJIB30BATh BCEBO3MOKHBIE BBIIYMaHHBIE JICTEHIBI IS
TPEJ/UIora TICpeBO/ia IEHEXKHBIX CPEJICTB, HPEACTABIAACh [IPH 3TOM COTPYIHUKAMH
HEKHMX CEPBE3HBIX TOCCTPYKTYD.
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Hanomunaewm, coTpyauukn noanumun nukoria ne OyayT:

- SBOHUTH I'paX[aHaM M 3asBJISATh, YTO TeM HEOOXOIMMO NPHUHATH y4acTHe B
HEKOH OIepaIy 110 33[ePKAHUIO MOIICHHUKOB MM MHBIX [PECTYTHUKOR;

= TpCGOBaTB HJIM TIPOCUTH I'Pa>XJaH BEIIIOJIHHUTH EPCBOL NEHEXKHBIX CPEACTB

Ha KaKHe-THbo pesepBHBIE cueTa, 0)OPMUTE KPETUT M COBEPLIHTE HHbIE OAHKOBCKIE
OIlepaIuH.

Kpowme Toro, Ienrpansusiii bank Poccyu me 3amumaercs COTPYAHUYECTBOM C
(PU3MYECKUMH JTMI[AMH, HE OTKDHIBAET MM KAKHE-IHO0 pacyéTHble W OaHKOBCKHE
CHeTa, HE MMEET HUKAKHUX «CHELUATBHBIX» HIIH «0e30IIaCHBIXY» CUETOB.

Ecmn k1o-10 110 Tenedony miu B cet VIHTEpHET IPOCHT BHIIOTHAT 1IePEeBOJI
JCHeXKHBIX CPE/ICTB HAa MNOAOOHBIE cyYeTa, TO HEOOXOJUMO CPOYHO IPeKPAIlaTh
OOIIEHHE C TAKMM TeI0BEKOM, IIOCKONBKY €O 100% BepOSITHOCTHIO 3TO MOIICHHIK.

NI3mOyMBINIIEHHUKY aKTUBHO —pacCBUIAIOT — TI0 DJIIEKTPOHHOH IMOYTE, B
COIIHAJIBHBIX CETAX M MECCEH/DKEpax COOOICHHS POCCUHCKUM I0JIB30BATENIM C
NPEIJIOKECHAEM O  IIONyYeHMH IIOCTPAJaBIIMM OT IPOBESACHHS  BOECHHOMN
CIICLIOTIEPAIIH BCCBO3MOXKHBIX KOMIIEHCALIUI OT T'OCY1apCTRa.

IIpr 3TOM 3MOYMBIIIEHHUKY B PaMKaX peanHsal[iil TaKUX MOIICHHHYECKHX
CXEM  MOIYT IPEICTABIATBCA COTPYAHMKAMH DA3IUYHBIX OJaroTBOPHTEIEHBIX
(OHJI0B, IPABOOXPAHUTENBHBIX OPraHOB H FOCYAAPCTBEHHBIX CTPYKTYP.

B cBoux coobmennsx adepucTsl NPOCAT 3aMHTEPECOBAHHBIX rpaXxaaH
CBA3aThCA C HHUMHM 4Yepe3 JIMYHEIE COOOIIEHHS B COLUAJILHOM CETH WIH B
MECCEHIUKepe, YTOObI MOXKHO GBIITO 3aIIONHATh AHKETHI «OT IIEPBOTO JINLAY.

Hacrtositennsno  He PCKOMEH/IyeM BepUTh B I0J0OHBIE COOOIIEHNUS,
HAlPaBICHHbIC MCKIIOYUTENIBHO Ha BbIBE/IBIBAHNE KOHDHICHINAILHON HHOpMAIIH
1100 CKIIOHEHHE K [IEPEBOY MO Pa3IMIHEIMU IIPEUIOraMH JIEHEKHBIX CPEJICTB.

Ob6paraem BHEMaHKE, YTO HHGOPMAIHL 060 BCEX BO3MOYKHBIX KOMIICHCAIIHSIX
Ipe/ICTaBICHA B OTKPBITOM JIOCTYIlé Ha OQUIMAIBHBIX pecypcax M CTpaHHIAX
COLMAIBHBIX CeTeH IMPOQUIBHBIX TOCYIapCTBEHHBIX YYPEXKIEHHH, B TOM YHCIE U
PETMOHANILHBIX BEJJOMCTB.

Kak 3amuTHTbCs OT pasiH4YHBIX KHOEePIPECTYNHLIX H (HIIHHTOBBLIX
CAHTOB.
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Yro ceromHs kpaifine akTyaibHO B YCJIOBHSIX IIMPOKOIO PacpOCTPaHEHUS
PasiMIHBIX MOMICHHHYECKHX CXEM, HAIPaBIEHHBIX Ha IPUHYKIEHHE POCCHIHCKHMX
TP&XK/IaH K CKaYMBaHUIO COMHUTEIEHOTO [IPOIPAMMHOTO 0GECIICIEHHS 1 BHPYCOB.

Jist obecriedeHHs BBICOKOTO YPOBHS 3alllUTHI OT (PMIIMHIOBEIX pecypcoB
HeOOXOIUMO, IIPEeXk/IEe BCero, 0OPaTUTh BHUMAHHE Ha aJipec caiita u ero cojepKaHue.

K ocHoBHEIM IIpU3HaKaM, C IIOMOIILIO KOTOPBIX MOXHO TOYHO YCTaHOBHUTH
(i)&KT HaXO0XACHUA Ha OTKPOBEHHO MOIIIEHHUYECKOM pecypce, OTHOCATCH:

- HCIPABUILHO HANMCAHHBIC (JOIOJIHATENBHBIC CHMBOJBI, HUGBPH M T.IL),
TI003pUTe/IbHBIE MK HenmousaTHble URL-azpeca;

- orcyreTBre SSL-ceprudukata y pecypea; HaIMYHE OMHGOK B IPAMMATHKE,
opdorpadum, nusaiine nmpu ohOPMICHAN U HAOTHEHHUH caiiTa,

- CChLIKM Ha CKaYMBaHME KAKOro-bo Qaiia, HHTepecyIoImero moibp30BaTes,
CO CTOPOHHETO pecypca.

HacrositensHo He pekomeHmyeTcs IepexoiuTh o KOPOTKMM CCBIIKaM ¢
TOITyIAPHBIX CEPBUCOB, TaKuX Kak bit.ly umm goo.gl, maxe B ToM ciyuae, eciu onu

IIpUXOAsAT OT ONU3KHAX U 3HAKOMBIX, MMOCKOJIBKY AKKayHTBI IIOCICIHUX MOTYT OBITH
CKOMIIPOMETHPOBAHEI.

Ecmn BPCAOHOCHOE MIpOorpaMMHOE obecrieueHue CKadaHo Ha TGHG(bOH HIN
KOMITIBIOTEP, HUYEIO CTpallHOI'0 B O TOM HET.

OcHoBHast mpoGnema OynerT 3aKkmoYaThCs B TOM, eCIH ITOT Gaiin Oymer

OTKPBIT Ha ycTpo¥cTBe. B nmanHOM ciyuae HeoOXOMMMO Kak MOKHO ObIcTpee
OTKITKOYUTH YCTPOMCTBO OT HHTEPHETA.

B cutyanuu, eci daiin emé ne 3amyrued, To HEOOGXOTUMO IIPOBEPUTH €TI0 C
TTOMOIIBIO CHEHATM3UPOBAHHAIX CAUTOB 1JIs aHaIM3a (aiioB U CCHLIOK.



